Reset Primary Authentication Password

Flease anzwer the following =ecurity questions you have selected during enrollment.

Question 1: What iz your 4-6 digit PIN? Wel C O m e to t h e B SC

Answer 1; .

Self-Service Password Manager
Question 2: What is the city you were born in?
Answer 2:
Question 3: What is the last high school you attended? The BSC Self-Service Password Manager enables users to retrieve
Answer 3:

forgotten network passwords if the users can correctly answer their self
selected set of questions.

This document describes:

3. The Network Password Reset Form appears: *  Enrolling for Password Self-Services

e Resetting Your Primary Network Credentials

Reset Primary Authentication Password

Mow that OneSign has cenfirmed your identity, you can securely reset your password,

e e, Access to the BSC Self-Service Password Manager is controlled through
user security policies. An authorized user can access the Self-Service
Password Manager from a web browser at
http://it.bridgew.edu/support/pwd/

New Password

Confirm Password

BSC Home | Academics | Admissions | Athletics | Careers | Library

Directions | Site Map | Search
AN BRIDGEWATER STATE COLLEGE
/ IT Support Services

)\ pr—

at 1 e y > IT Support Sery
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. S BSC Self-Service Password Management

4. Enter a new password and confirm it. About Us:
Hours & Locations Welcome to the BSC Self-Senice Password Management page  This site provides a web tool that allows you to enroll or update your
Our Staff self-service profile and reset your primary authentication password

5. Click Next and close the Password Self Service window. Student Employment What would you like 1o do?
Computer Support:
FAQ = Enroll/update self-senice profile by answering secunity questions that enly you can answer, from a
For Students list of supplied security questions
For Faculty & Staff « Resel your pimary ion password if you forget your primary authentication password
Notebook Support

« Download instructions for using the password manager
Media Support:

Available Equipment In the Spring 2008 semester, Bridgewater State College will require use of camplex passwiords to access Bridgewater State Collage
Campus Event Suppot ~ computing rescurces and enline accounts. Complex passwords require the following

Legal Compliance Eight characters minimum

Technology Labs & + Upper and lowercase letters
Classrooms. . ““‘“b?‘@h e #
e Tk + Special characters (iike | # %, 5. etc)

Technology Classrooms  Please go to http //it bridgew edu/Security/Password ¢fm for more information on selecting a strong password or pass phrase.
Classroom Tiers




Enrolling for Password Self-Services

Before you can use BSC password self-service, you must enroll. You get
an opportunity to enroll when you log in, if you have not yet enrolled.

1.
2.

3.

To start the enrollment process, click Enroll/update self-service profile
Prove your identity by entering your username and password.

Enroll/Update Self-Service Profile

Please confirm your CneSign identity below.

Username username

1 am logging into MS Active h|re_ct-:_r'r_ |
OneSign Domain .calnpus‘b;\.dgst‘. .edu v:
Password sessssssEeEs

A page opens with a list of questions.

Enroll Self-Service Profile

Welcome! Here you will create a personal OneSign self-service profile. Then, if yvou forget
your network password, you can create a new one. If you need your application
passwords for any reason, you can request them.

When you use OneSign password self-services, you will be presented with some of these
questions to verify your identity. For each entry below, please select 3 question that only
you can answer, and provide a unigue answer for it.

Question 1: | _Pleage Select a Question— "
Answer 1:
Question 2: | _Plagge Select a Question- 3
Answer 2:
Question 3: —-Please Select a Question-- 4
Answer 3:
Question 4: --Please Select a Question-- h
Answer 4:
Question 5: | _Plegge Select a Question— 3
Answer 5:

4. Select a question and provide an answer for all five questions. You
may pick any of the questions from the drop-down list.

Note: Answer questions carefully! If you misspell an answer during
enroliment, then the misspelled answer is the “correct” answer. If you can
answer a question in more than one way, consider selecting a different
guestion. Answers are not case-sensitive.

5. Click Next and close the Password Self Service window.

Resetting Your Primary Network Credentials

If you forget your primary authentication password, go to the BSC Self-
Service Password Manager at http://it.bridgew.edu/support/pwd/ and
select Reset Your Primary Authentication Password.

1. Identify yourself by entering your username and domain, and click
next.

EE imprivata
OneSign

Self-Service Portal

Reset Primary Authentication Password

Flease confirm your OneSign identity below.

Username
1 am logging into M5 Active Directory v
OneSign Domain campus.bridgew.edu ¥

2. A page opens with some of the questions you answered at
enrollment. Answer them and click Next.



